Administrative Notice

Sanaa, Yemen

	February 6, 2010
	Number: 14/10


 COMMENTS  \* MERGEFORMAT 
	Subject:  
	Job Vacancy (Senior Fraud Analyst)

	Distribution:  
	All Interested FSN Candidates 


 1.        Open to:                      ALL FSNs
2.
Opening date: 
February 6, 2010

 3.
Closing date: 

February 20, 2010 [Change the date]
 4.
Position: 

Senior Fraud Analyst 

 5.
Hours: 

40 per week (full time) 
 6.        Grade/Salary:  
*Ordinarily Resident (OR):  $19,321 p.a. (Starting salary)
                    

              (Position Grade:  FSN-10)

7.
Open To:  

All FSNs or legal residents of Yemen.
*NOTE:
ALL RESIDENT APPLICANTS MUST BE RESIDING IN YEMEN AND HAVE THE REQUIRED WORK AND RESIDENCY PERMITS, IF ANY, TO BE ELIGIBLE FOR CONSIDERATION.
The U.S. Embassy, Sana’a is seeking an individual for the position of a Fraud Prevention Unit Supervisor within the consular section.

BASIC FUNCTION OF POSITION

The position is located in the Consular Office, American Embassy, under the immediate supervision of the Fraud Prevention Manager (FPM).
Oversees all Fraud Prevention Unit (FPU) operations and directly supervises, trains, and evaluates two other LES.  Establishes SOPs for all aspects of FPU tasks.  Identify fraud, migration patterns and potential threats to U.S. border security posed by consular fraud/malfeasance; perform comprehensive assessment/investigation of fraud cases in all consular services and provide consular officers with recommendations in adjudicative matters and highly sensitive cases; independently perform fraud investigations and create investigation reports to document all findings; devise and evaluate effective investigative procedures; establish/maintain high-level host-government contacts; perform investigations for DHS and for other law enforcement agencies; develop fraud profiles and compile evidence for use in U.S. court cases; serves as expert advisor to the Fraud Prevention Manager (FPM) in administering the DNA testing program; independently respond to telephonic/electronic inquiries;  research, draft and disseminate memoranda and other information pertaining to U.S./Yemeni law and fraud in Yemeni cases; perform other investigative/administrative tasks and provide assistance in sensitive ACS cases as instructed by the Consul/FPM/FPU Supervisor; supervise and train the junior fraud analysts.

MAJOR DUTIES AND RESPONSIBILITIES: 

· Identify, investigate, report on and advise consular officers of potential fraud and the vulnerabilities of U.S. border security created by it, utilizing all available means, resources, and investigative techniques to prevent/detect fraud; prepare memoranda for returning petitions to DHS; analyze and report on investigation findings that could result in permanent ineligibility, prosecution, denial of federal benefits or adjustment of status in the U.S; assist in the anti-fraud training and orientation of consular officers; develop the tact, discretion and expertise to direct and handle the most complex and sensitive investigations with regard to local customs, religion, race, creed, social class, financial status, and Mission goals.

· Researches, obtains, summarizes, and updates information from numerous external sources pertaining to immigration fraud, migration, terrorism, health regulations, human smuggling, air travel, DNA testing, etc.  Conducts or assists officers in conducting anti-fraud interviews to obtain actionable information, assess the information provider’s credibility and identify alternative courses of action or potential obstacles in achieving resolution to the case. Develop profiles on suspected perpetrators/purveyors of consular fraud.  

· Conducts phone & field investigations, fingerprints visa applicants, identifies imposters, confirms identities of petitioners/applicants, conducts fraud interviews and reports attempts at fraud. Procedurally screens applications, petitions, forms, civil documents, photographic evidence and other supporting evidence in U.S. passport, immigrant, non-immigrant visa and federal benefits cases.  

· Advise the FPM in assessing feasibility and justification for the expenditure of FPU time and resources; compiling, researching, developing information pertinent to deterring consular fraud and contributing to U.S. border security; administrating the DNA Testing Program; prioritizing workload; and perform procedural FPU administrative functions.

· Coordinate and follow up with high-level host-government officials in Post’s efforts to identify, deter and sanction those engaged in illegal migration activity/patterns and the fabrication of civil and travel documents; inspect medical facilities, analyze political/social/economic trends that effect consular work and develop fraud profiles on various subjects. 

· Trains and supervises junior fraud analyst(s)

QUALIFICATIONS REQUIRED

NOTE:  All applicants must address each selection criterion detailed below with specific and comprehensive information supporting each item.

A.   Education: 

Bachelor’s degree in any of a number of fields of study, such as teaching, law, science, information technology, communications, public relations, management, etc., that required extensive analysis, research,  writing, prioritization, problem-solving and creative thinking. 

B.   Prior Work Experience: 

Three to five years of progressively responsible work involving the application of complex regulatory material, high-volume workload and extensive public contact, with the lesser amount being acceptable if acquired in the performance of visa work. 

C.   Post Entry Training: 

Anti-fraud/Investigative techniques



Job-acquired training in visa regulations and procedures.  



FSI training as available



Supervisory training; basic and beyond the basic.



Training in automated Consular systems. 


Successful completion of FSI Consular Correspondence Course PC 102 Immigration Law and Visa 
Operations is required to achieve full performance level. 

 D.  Language Proficiency: 


Level 4 English and level 4 Arabic. 

E.  Job Knowledge: 

US and host-government immigration, citizenship and civil status laws, procedures and documents.

DNA parentage testing standards, US health regulations.  

Islamic law, local traditions, customs and tribal code.

Investigative techniques.


Yemeni migration history and cultures of immigrant communities.

Applicable laws, regulations, and procedures including 9 FAM, State Department ALDACs, U.S. Privacy Act laws and Consular SOPs

IV, NIV and ACS software, WEBGRAM, INK and CCD (preferred, not required).
Computer-based data management 

Public relations


DHS procedures and operational tendancies. 

F.  Skills and Abilities:   

Must be tactful, possess good judgment, and be able to maintain effective working relationships with outside contacts in a position to assist the consular section, as well as with fellow employees. Must be able to translate complex concepts from English to Arabic and vice versa. 

ADDITIONAL SELECTION CRITERIA

1.  Management will consider nepotism/conflict of interest, budget, and residency status in determining successful candidacy. 

2.  Current employees serving a probationary period are not eligible to apply.
3.  The candidate must be able to obtain and hold a basic LE Staff clearance.  
TO APPLY

Interested applicants for this position must submit the following or the application will not be considered: 

1. Application for U.S. Federal Employment (SF-171 or OF-612); or

2. A current resume or curriculum vitae that provides the same information as an OF-612; plus

3. Any other documentation (e.g., essays, certificates, awards, copies of degrees earned) that addresses the qualification requirements of the position as listed above.

SUBMIT APPLICATION TO
Human Resources Office (or Admin Office)

P.O.Box 22347
Sanaa – Yemen

Email: hrosanaa@state.gov 
1. Ordinarily Resident (OR):  A citizen of the host country or a citizen of another country who has shifted the main residency focus to the host country and has the required work and/or residency permits for employment in country.

CLOSING DATE FOR THIS POSITION:  February 20, 2010
The US Mission in Sana’a provides equal opportunity and fair and equitable treatment in employment to all people without regard to race, color, religion, sex, national origin, age, disability, political affiliation, marital status, or sexual orientation.  The Department of State also strives to achieve equal employment opportunity in all personnel operations through continuing diversity enhancement programs.

The EEO complaint procedure is not available to individuals who believe they have been denied equal opportunity based upon marital status or political affiliation.  Individuals with such complaints should avail themselves of the appropriate grievance procedures, remedies for prohibited personnel practices, and/or courts for relief.

  

Approved:
MO:SHaynie
Drafted:
CONS: DTurnbull
Cleared:          CONS:KShaw                      

