Administrative Notice

Sanaa, Yemen

	February 6, 2010
	Number: 12/10


 COMMENTS  \* MERGEFORMAT 
	Subject:  
	Job Vacancy (Fraud Prevention Supervisor)

	Distribution:  
	All Interested Candidates 


 1.        Open to:                      US Citizen Eligible Family Members (USEFMs) – All agencies

2.
Opening date: 
February 6, 2010

 3.
Closing date: 

February 20, 2010 [Change the date]
 4.
Position: 

Fraud Prevention Supervisor 

 5.
Hours: 

40 per week (full time) desired, part time can be considered.
 6.        Grade/Salary:  
*EFM/MOH/Non-Ordinarily Resident:  FP-5 Step one (Trainee) Starting Salary US$ 46,736 FP-05 Step 5 (Full Performance level) Starting Salary US$ 52,601 (to be confirmed by Washington)

7.
Open To:  

All interested candidates, American only.
*NOTE:
ALL RESIDENT APPLICANTS MUST BE RESIDING IN YEMEN AND HAVE THE REQUIRED WORK AND RESIDENCY PERMITS, IF ANY, TO BE ELIGIBLE FOR CONSIDERATION.
Applicant must be a US Citizen and shall be subject to investigation for access to classified information and must meet the requirements for access.  
The U.S. Embassy, Sana’a is seeking an individual for the position of a Fraud Prevention Unit Supervisor within the consular section.

BASIC FUNCTION OF POSITION

The position is located in the Consular Office, American Embassy, under the immediate supervision of the Fraud Prevention Manager (FPM).
The Fraud Prevention Supervisor (FPS) is the primary individual responsible for the development, implementation, administration, maintenance, tracking, reporting and compliance of all aspects of Post’s Fraud Prevention Program, inclusive of Post’s comprehensive DNA parentage testing and anti-fraud training programs as well as preventative counter-terrorism measures. The FPS defines the Mission’s counter-fraud goals in consultation with the Consul/Fraud Prevention Manager, devises work plans to achieve said goals, conducts fraud orientation to new personnel, provides day-to-day supervision of three LES fraud analysts, advises all consular personnel in matters of fraud, U.S. immigration law, procedure, policy, ethics and other issues on a routine basis, acts as a consultant to external government, non-government, international and private sector contacts in fraud matters, DNA parentage testing, Yemeni civil code, Islamic law and anti-fraud training, researches/receives/stores/drafts/edits/disseminates all pertinent fraud information and correspondence, ensures all FPU functions are completed in a timely, efficient and appropriate manner, and performs other duties, as directed by the Consul and Fraud Prevention Manager (FPM).

MAJOR DUTIES AND RESPONSIBILITIES: 

SENIOR ADVISOR: Provides information and suggests adjudicative alternatives to consular, immigration, passport, refugee, intelligence and law enforcement officers to consider in matters of potential fraud, U.S. Immigration Law, Foreign Affairs regulations, Islamic Law, Yemeni Civil Code, DNA Testing, and local cultural, social & political issues as well as in complex/sensitive fraud cases.  Formulates day-to-day and long-term investigative strategies and directs all investigative activity.  Independently responds to the range of written, electronic and telephonic inquires, fields customer complaints, and explains procedures in case processing, immigration, acquisition of citizenship and DNA testing to petitioners, applicants, congressional offices, attorneys and DNA laboratories.  Advises, DNA labs and panel physicians, reporting any inadequate or improper practices to the Consul and proposing measures to deal with them.  

PROGRAM ADMINISTRATOR: Devises standard operating procedures, internal controls and waste-management control measures in accordance with all applicable guidelines and regulations.  Administers, develops and maintains all aspects of Post’s DNA parentage testing program and maintains secured DNA, Law Enforcement Sensitive and Sensitive records and case data. Periodically reviews consular services procedures to identify vulnerabilities and inefficiencies, suggesting actions to eliminate/minimize them, and regularly ensures compliance with the range of applicable regulations.  Defines, prioritizes, directs and evaluates the investigative activities of the three fraud analysts.  Reviews findings and revises investigative/analytical reports for completeness and accuracy.  Oversees the development, use and maintenance of electronic resources, investigative tools and FPU equipment, and maintains inventories of training materials and investigative supplies. Drafts all forms of official correspondence, inclusive of front-channel cables, memoranda, reports, fraud alerts, case notes, requests for alien status checks, records searches and information packets to/for consular officers, to the Department of State, various Department of Homeland Security agencies, congressional offices, attorneys, laboratories and individuals.   

CHIEF ANALYST: Researches, obtains, summarizes, edits, updates and/or disseminates information from numerous external sources pertaining to immigration fraud, migration, terrorism, health regulations, human smuggling, air travel, DNA testing, etc.  Conducts or assists officers in conducting anti-fraud interviews to obtain actionable information, assess the information provider’s credibility, and identify alternative courses of action or potential obstacles in achieving resolution to the case. Develop profiles on suspected perpetrators/purveyors of consular fraud.  

CHIEF LIAISON:  Interacts with the Office of Fraud Prevention Programs, National Visa Center, National Passport Center and other passport centers in the U.S., Kentucky Consular Center, Human Trafficking and Smuggling Center, Diplomatic Security, Visa Office, neighboring posts, Citizenship and Immigration Services, Immigration and Customs Enforcement, Customs and Border Protection, Forensic Documents Lab, Fraudulent Documents and National Security, Federal Bureau of Investigations, Internal Revenue Service, numerous host-government agencies, DNA labs, local translators, airline personnel, the United Nations High Commission for Refugees in Sana’a and other foreign missions in Sana’a in investigations, information-sharing, consultations, legal proceedings, evidence-gathering and anti-fraud training.   Represents Post at anti-fraud conferences/workshops and consultative visits.

LEAD INVESTIGATOR: Conducts phone investigations, fingerprints visa applicants when needed identifies imposters, confirms identities of petitioners/applicants, conducts fraud interviews and initiates investigations of consular malfeasance and reported attempts at fraud. Procedurally screens applications, petitions, forms, civil documents, photographic evidence and other supporting evidence in U.S. passport, immigrant, non-immigrant visa and federal benefits cases.  

QUALIFICATIONS REQUIRED

NOTE:  All applicants must address each selection criterion detailed below with specific and comprehensive information supporting each item.

A.
Education: Bachelor’s degree in any of a number of fields of study, such as teaching, law, science, information technology,  communications, public relations, management, etc., that required extensive analysis, research,  writing, prioritization,  problem-solving and creative thinking.
B.
Prior Work Experience:
3-5 years investigative and/or analytical AND
1 year supervisory beyond job-related experience. OR
1 year administrative and/or general clerical.
C.
Language Proficiency 
Minimum of Level VI (Excellent) English inclusive of writing skills is required.  Arabic language skills highly desirable.
D.
Job Knowledge: Familiarity with US and host-government immigration, citizenship and civil status laws, procedures and documents, global terrorism, DNA parentage testing standards, US health regulations, operational tendencies of various USG  agencies/facilities, Islamic law, Local traditions, customs and tribal code, host-country airport security and inspection procedures, investigative techniques, Yemeni migration history, interview techniques, clerical work and record keeping.

E.    Skills and Abilities: 

Must adapt SOPs to comply with new regulations, devise new investigative techniques to combat emerging fraud trends, devise waste management control measures to better manage steadily increasing workflow, must develop interview techniques to coerce applicants into being truthful, must identify potential vulnerabilities to consular services through the analysis of several collective factors and put preventative measures in place before this potential develops, must practice methods that enables the incumbent to manage multi-taskings and unanticipated circumstances, etc.  Must have adequate computer skills and excellent social, language, and communication skills.

SELECTION PROCESS

When equally qualified, US Citizen Eligible Family Members (EFMs) and U.S. Veterans will be given preference.  Therefore, it is essential that the candidate address the required qualifications above in the application. 

ADDITIONAL SELECTION CRITERIA

1.  Management will consider nepotism/conflict of interest, budget, and residency status in determining successful candidacy. 

2.  Current employees serving a probationary period are not eligible to apply.
3.  Currently employed US Citizen EFMs who hold a FMA appointment are ineligible to apply for advertised positions within the first 90 calendar days of their employment.

4. Currently employed NORs hired under a Personal Services Agreement (PSA) are ineligible to apply for advertised positions within the first 90 calendar days of their employment, unless currently hired into a position with a When Actually Employed (WAE) work schedule.

5.  The candidate must be able to obtain and hold a security clearance.  
TO APPLY

Interested applicants for this position must submit the following or the application will not be considered: 

1. Application for U.S. Federal Employment (SF-171 or OF-612); or

2. A current resume or curriculum vitae that provides the same information as an OF-612; plus

3.  Candidates who claim U.S. Veterans preference must provide a copy of their Form DD-214 with their application.

4. Any other documentation (e.g., essays, certificates, awards, copies of degrees earned) that addresses the qualification requirements of the position as listed above.

SUBMIT APPLICATION TO
Human Resources Office (or Admin Office)

Attention: Ms. Samira Istrola

P.O.Box 22347
DEFINITIONS

1. AEFM:  A type of EFM that is eligible for direct hire employment on either a Family Member Appointment (FMA) or Temporary Appointment (TEMP) provided s/he meets all of the following criteria:

     
 - US citizen;


 - Spouse or dependent who is at least age 18;


- Listed on the travel orders of a Foreign or Civil Service or uniformed service member 
permanently assigned to or stationed at a US Foreign Service post or establishment 
abroad with a USG agency that is under COM authority; 


- Is resident at the sponsoring employee’s or uniform service member’s post of 
assignment abroad, approved safehaven abroad, or alternate safehaven abroad; and

      
- Does not receive a USG annuity or pension based on a career in the US Civil,

      
Foreign or uniform services.

2. EFM: Family Members at least age 18 listed on the travel orders of a Foreign of Civil Service or uniformed service member permanently assigned to or stationed to a US Foreign Service post or establishment abroad with a USG agency that is under COM authority who do not meet the definition of AEFM above.

3. Member of Household:  A MOH is a person who: 1) Has accompanied, but is not/not on the travel orders of a U.S. citizen Foreign or Civil Service employee or uniform service member permanently assigned to or stationed at a U.S. Foreign service post or establishment abroad; 2) Has been declared by the sponsoring employee to the Chief of Mission as part of his/her household; and 3) Resides at post with the sponsoring employee.

4. Ordinarily Resident (OR):  A citizen of the host country or a citizen of another country who has shifted the main residency focus to the host country and has the required work and/or residency permits for employment in country.

5. Not-Ordinarily Resident (NOR):  Typically NORs are US Citizen EFMs and EFMs of FS, GS, and uniformed service members who are eligible for employment under an American USG pay plan, on the travel orders and under Chief of Mission authority, or other personnel having diplomatic privileges and immunities.

CLOSING DATE FOR THIS POSITION:  February 20, 2010
The US Mission in Sana’a provides equal opportunity and fair and equitable treatment in employment to all people without regard to race, color, religion, sex, national origin, age, disability, political affiliation, marital status, or sexual orientation.  The Department of State also strives to achieve equal employment opportunity in all personnel operations through continuing diversity enhancement programs.

The EEO complaint procedure is not available to individuals who believe they have been denied equal opportunity based upon marital status or political affiliation.  Individuals with such complaints should avail themselves of the appropriate grievance procedures, remedies for prohibited personnel practices, and/or courts for relief.

  

Approved:
MO:SHaynie
Drafted:
CONS: DTurnbull
Cleared:          CONS:KShaw                      

